SMBsecure’

In South Africa, every small business (or "private body") is legally required to have and
register an Information Officer (10) under the Protection of Personal Information Act
(POPIA). This document aims to provide guidance and explanations to SMBsecure
ASPs so that you may better understand the requirements and can explain it to your
customers. We’ll provide guidance for SMBs, Foreign-businesses and Sole Proprietors.

While an organisation in South Africa can technically still process personal information
without a registered Information Officer, it is in breach of POPIA. The CEO is
automatically the default Information Officer by law, but failing to formally register this
person with the Information Regulator constitutes non-compliance.

Itis highly recommended to register your Information Officer via the Information
Regulator's eServices portal to ensure legal compliance. In short: Under the Protection
of Personal Information Act (POPIA), you are legally breaking the law if you process

personal information without a registered Information Officer (10).

Disclaimer: The information contained herein is based on South African POPIA regulations
and search results as of early 2026. For specific legal advice, consult a compliance expert.

The Basics for Any SMB...

If your small business does not formally register its Information Officer, here is the

situation:

1. You Still Have an Information Officer by Default

By law, the head of the business (e.g., the CEO, Managing Director, or Sole Proprietor)
is automatically designated as the Information Officer. Even without registration, this
individual remains legally accountable for the company's data protection compliance.

2. Legal Status of the Information Officer
An Information Officer's formal duties under POPIA only officially commence after they
have been registered with the Information Regulator.
> The Gap: While not registering is not a "criminal offence" on its own, it means
the 10 cannot formally perform their statutory duties, such as responding to
official PAIA or POPIA requests.

3. Risks of Non-Registration
Failing to register is considered a breach of the Act and can lead to several

consequences:
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= Administrative Fines: The Information Regulator can issue an infringement
notice. Serious non-compliance with POPIA can result in administrative fines of
up to R10 million.

= Criminal Liability: In extreme cases of wilful negligence or non-compliance with
enforcement notices, the head of the body could face imprisonment for up to 10
years.

= Red Flag for Enforcement: The Regulator uses the registration database to
track compliance. Missing registration is often seen as a "red flag" that may
trigger an investigation or audit.

= Operational Barriers: Many large companies and government entities now
require proof of POPIA registration (an Information Officer Registration

Certificate) before they will sign contracts or service level agreements.

4. How to Fix It
Registration is free and can be done through the Information Regulator’s eServices

Portal. Small businesses typically register the owner or a senior manager as the |0.
If a small business in South Africa does not formally register its Information Officer

(often referred to as a Data Protection Officer or DPO under international standards)
with the Information Regulator, it is in breach of the Protection of Personal Information
Act (POPIA) and the Promotion of Access to Information Act (PAIA).

While it is not considered a separate, additional criminal offence not to register, failing
to do so makes it impossible for the business to comply with the legal requirement to
have a registered officer.

Here are the specific consequences and legal realities for a small business:

1. Automatic Liability for the Head of Business

If no Information Officer is registered, POPIA automatically designates the head of the
private body (e.g., the CEO, Managing Director, or sole proprietor) as the default
Information Officer.

e This means the owner is personally responsible for ensuring compliance and
for any breaches, even if they were unaware of the breach.

e The head of the organisation will be held liable for all POPIA-related matters,
including responding to queries from the Regulator.
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2. High Risk of Severe Penalties

Non-compliance, including failure to register, can result in severe legal and financial
penalties, particularly if a data breach occurs:

e« Administrative Fines: The Information Regulator can impose fines of up to R10
million.

 Imprisonment: Serious violations can lead to prison sentences for the
responsible person for up to 10 years.

e Civil Action: Data subjects (customers, employees, suppliers) can take civil
action against the business to claim damages, regardless of whether the failure
to comply was intentional or accidental.

3. Reputational and Operational Damage

¢ Loss of Business: Unregistered, non-compliant businesses may be viewed as
high-risk, leading to lost trust, lost customers, and potential exclusion from
contracts (tender eligibility).

« Regulatory Focus: The Information Regulator’s systems track compliance;
failing to register is a red flag that may trigger investigations.

4. Inability to Fulfill Legal Duties
An unregistered officer cannot properly perform duties, such as:
e Developing and maintaining a PAIA/POPIA compliance manual.
e Managing data breach notifications (which must be sent to the Regulator).
e« Handling requests for access to, correction, or deletion of personal information.
What a Small Business Should Do?
Small businesses must:

1. Register the Information Officer: Use the Information Regulator’s portal to
register the head of the company (or a designated deputy).

2. Appoint in Writing: Formally delegate the responsibility in writing to a staff
member if it is not the owner.

3. Ensure Basic Compliance: Even with fewer than 50 employees, the business
must still implement basic data security measures.
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While an organisation in South Africa can technically still process personal information
without a registered Information Officer, itis in breach of POPIA. The CEO is
automatically the default Information Officer by law, but failing to formally register this
person with the Information Regulator constitutes non-compliance.

Key Implications:

e Legal Requirement: All public and private bodies must designate and register an
Information Officer (10).

o« Default Appointment: By law, the head of the organization (CEO or equivalent)
is automatically the Information Officer even if not registered.

* Risks of Non-Registration: Failing to register means the organisation lacks a
formally authorised person to handle data subject rights, risking administrative
fines up to R10 million orimprisonment.

e Duty to Comply: An organisation must still adhere to all POPIA conditions for
processing, regardless of registration status.

Itis highly recommended to register your Information Officer via the Information
Regulator's eServices portal to ensure legal compliance.

Here is the breakdown of why this matters and how it works:
1. Registration is a Prerequisite

¢ Mandatory Requirement: Section 55(2) of POPIA states that an Information
Officer must be registered with the Information Regulator before they can
officially take up their duties.

o Default Appointment: By law, every organisation already has an Information
Officer—usually the CEO, Managing Director, or head of the entity. However,
this "default” officer still must be registered on the Information Regulator
portal to perform their functions lawfully.

2. Legal Consequences of Non-Registration

e Unlawful Processing: The Information Regulator has explicitly stated that an
organisation cannot lawfully process personal information if its 1O is not
registered.

« Liability: In the absence of a registered, designated |10, the head of the
organisation remains personally liable for all POPIA-related matters and non-

compliance.
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Penalties: While failing to register is not a criminal offence in itself, it leaves the
organisation open to severe enforcement actions, including fines of up to R10
million or imprisonment for serious breaches of POPIA conditions.

3. Impact on Operations

Prior Authorisation: If your processing requires "prior authorisation" from the
Regulator (e.g., processing unique identifiers or transferring data to countries
without adequate protection), you generally cannot even apply for these
permissions without a registered IO certificate.

Access Requests: Without a registered |0, your organisation cannot legally fulfill
its duties to handle data subject requests or maintain a PAIA Manual, which is
also a legal requirement.

Non-South African Based Organisations

If the organisation has no physical presence (like a CIPC registration or employees) in
the country, you generally cannot register an Information Officer (I0) who is based at
your US, UK or other head office. Instead, you are required to appoint a POPIA
representative based within South Africa.

The South African Information Regulator's guidelines specify that any registered
Information Officer (including default, designated, or deputy officers) must be based in
South Africa to ensure the entity is accessible.

Key Requirements for Foreign Entities

Mandatory Local Presence: For multinational entities based outside South
Africa, the Information Officer must authorise a person within the Republic of
South Africa as an Information Officer to ensure the body is accessible.

POPIA Representative: If you must comply with POPIA but have no employees
in South Africa, you must appoint a South African representative. This
representative helps the Regulator contact your organisation if necessary.

Portal Limitations: The Information Regulator’s registration portal currently
does not allow for the appointment of someone located outside of South Africa.

When does POPIA apply to a Non-SA-based organisation?

Your organisation must comply with POPIA if it:

Processes personal information within South Africa using "means or
equipment" (such as local servers, terminals, or computers).
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e Usesalocal"operator" (data processor) to handle personalinformation on its
behalf.

o Does not apply if you are simply passing information through South Africa (e.g.,
via a fibre optic cable) without processing it there.

Consequences of Non-Registration

While there is no specific criminal penalty for failing to register an Information Officer,
an O is only legally allowed to take up their duties after they have been registered. In
the absence of a registered officer, the head of the organisation (e.g., the CEO in the US)
remains personally liable for all POPIA-related matters. Furthermore, processing
personal information without a registered |0 is technically considered unlawful

Foreign organisations without a physical presence in South Africa that process personal
information within the country are increasingly appointing POPIA

Representatives or Deputy Information Officers based in South Africa to ensure
compliance.

Below is a list of some professional services and law firms that offer POPIA
representation and compliance support for international entities:

Specialist Compliance & Representation Firms

o Michalsons: A leading firm that specifically offers services as a South African POPIA
representative for international organisations. They act as the required local conduit
between the organisation and the South African Information Regulator.

¢ VeraSafe: Provides holistic POPIA compliance solutions including data mapping and
analysis of transborder data flows, specifically tailored for multinational entities.

e Labournet: Offers "Outsourced Information Compliance" partners, assisting with the
appointment of qualified officers and managing mandatory PAIA manuals.

o TopCertifier: A global consulting firm providing POPIA compliance and certification
services across major South African locations.

Key Compliance Considerations for Non-SA-based Organisations:

e Local Accessibility: Guidance from the Information Regulator requires that even if the primary
IO is abroad, a Deputy Information Officer (DIO) must be designated within South Africa to
ensure the entity is accessible to the Regulator and data subjects.

e PAIA Manual Requirement: Every entity must have a PAIA (Promotion of Access to Information
Act) manual; failure to have one can lead to fines or imprisonment.

e Increased Oversight: As of early 2026, the Information Regulator has launched a robust
monitoring exercise, issuing formal notices to organisations to demonstrate their lawful
processing measures.
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South African Sole Proprietors

A sole proprietor can (and is legally required to) register an Information Officer (10)
even without being registered with the CIPC. In South Africa, a sole proprietorship is not
a separate legal entity, so it does not have a CIPC registration number.

How to Register Without CIPC

While the CIPC BizPortal is a popular route for companies, it is designed for directors
and members of CIPC-registered entities. As a sole proprietor, you should use
the primary Information Regulator portal:

1. Use the eServices Portal: Register directly via the Information Regulator's
eServices Portal rather than the CIPC BizPortal.

2. Automatic Appointment: By law, you (as the "head" of the private body)
are automatically designated as the Information Officer.

3. Required Identification: Since you lack a company registration number, you will
typically use your South African ID number or tax details to identify your
"business" on the portal.

4. Manual Form Option: If the online portal presents technical hurdles for non-
CIPC entities, you can still download, complete, and email a manual registration
form to Registration.|O@inforegulator.org.za.

Why It's Necessary for Sole Proprietors to Register?

Every organisation in South Africa, regardless of size or legal structure, must have an IO
registered to be compliant with POPIA (Protection of Personal Information Act)
and PAIA. This registration is a prerequisite for submitting your annual PAIA report.

Note: If you operate under a trade name (e.g., "John Doe t/a JD Consulting"), ensure you
use that name during the registration process to match your PAIA Manual.
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